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Development, Provision Installation and Commissioning of the Smart
City-wide ICT Platform Operation System(Contract No.: G201-ICT)

Clarification and Addendum No.5 of the BD
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The Clarification and Addendum is prepared in English and the Chinese serves
as a reference ONLY. The English shall prevail if there is any discrepancy between
English and Chinese.

TAEA
Dear Bidders,
WA T &, AR B TR E AR
The clarifications and addenda of the BD are as follows.

—. YEFXHEEERET:
The addenda of the BD are as follows:

1. AT XA FE S FH g T R A
1.Add the following content to Section 6 of the BD.

—. WEKLFZIAR

1. WEB S = 807 R

— BT ERCERER S S, ZRERSEMHE, BReT AEAHEHITERS
e, EHRT REMFBEARETRER, RILTFERENE; FHEST LA RM LA

St/ REXHFHER, ZET AR N TENEZE-T 65, —HaEMAFEME
B EDNNITERERELE Y. vCPU 6144 . WF 13598G. EA=# (FA|£#)
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34T, LHE A (FRIEF) 4907,

2. WEKE T WBKIEM

THITRE RS B RSB AR, BRI RS I E, BEA T S E AR AT
ke, BHTEERSFBEARTTRAEH, ERIETERZUNARTT ZEEA
AMER, —HEMNNTRANEREARNE —HAEHRE 5, B —22FETE
FR-G) TR EREEEE. WENEE. LAAE. S4EE 4-8BE=T64
BREAEEE —HENAR L. R R RENEDM T EFRTREEN:
vCPU 8960 #%. W # 143006, B =# 49T, &&= 4 308T.

3, WERFG A EIER

AN FEFE A FIRGEEANET ARM A CPUMK S 5 2R FEABNALRS,
DNS 4. NIP R4, HAEMRS. BL2NBF5%. EREELAMNIRT, KAREHL
£ T ARM 4 CPUM = L b RA A T K

= HE W T BAH & IR

o EIEHNEAN: “ANZEBHEHNE AR EL ARHEREEN, TIEIPS
ANEHH, T KEFELREBENOCRERK ., MEREFMZLREHARNITE.

o THEN: HETHEAMIHLMELTHENXATAREANNE, 5
HERW AW A, B F B SR A MPLS-VPN A AR LW, ZHALME Kt
W ay % RS,

o SWEN: METEZL BT, BLFA, FAHILRSE TR
WIAZ QA AT A o VB T & oo v DA S R B E 8 o T RS- 40 W, HaEad
BT B A B B BR B 3R A B

0 BEZEBNRX:WRKBETEEZFEFFENLRMEERS L F A5
Fa, WXBLFH 2 & Web R 5 KLU 1 &40 DDOS &4 W X #AT A 7 3
AFEHFHNGE—BTHE, ANeBEE. AN AEEFTRAGHZELRMKX,

® BEZEHNIRKX: MXBEERZTFEFANLSFZARERS, LFRF 2
BB KEHTRLHF . ATEHFWASEFRAEHNEAIFK.

0 RHEZKHFLZTNR: MRXBETERZFEFEMLHFAGEERS, L FF 2
B KERTZL2HF. WX E RN RS .

e
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® BEZRHFARK: KREETEZZFEFARANFRARRER S, AHKH
Mg 5B F MK, EBRFARX, THRWHNEHEERN . ATEHFHNZLEFE, 5
—EZEMX. - NEFTRAAHELEL KK,

=, BEREFFeIAR

1) A

FHEA A LI B R ZE WL ARk E, KA I FA SM2. SM3. SM4. SM9
5| [E KR B AL AN AL

2) BHEERS

FHEE R SM2, SM3., SM4. SMO B iEHIEHEE, XA P ZEH S MR,
A ER. BASRFTELEE,

3) WRALRL

il 25 4 2 Gt — A R SM2 An SMO AT IR A B ik B0 A A L P S i B 25 4 FR 45 B &
G, eBHRrEEE, TRETFELEL, AR ELZENFIFE THESEEN
A

4) HEHERSE
XEAF T Eot B JE, £ T PKI SRR B E BAUR R G0, x4 (E8 7 7 1= B BT 18 2
i
5) 44— XHEMREFe
G—XERETeNLENRARGREG—WEERS, LEVSNA, THRELE
A H, BEEEMEESE —EEARBERMN, NI REGE—REBEOREENO,
6) FHEZLFHEG
TP SDK FFAAHRERENAZ G F, RETHERANINE, EX.
BAWEED,
7) VPN &AW X%
VPN 22 WA LI P EREmzE. MARGZ AHEFELLME R, RAEK
EEIINENR PR ERIAE, FXFEETIP, S50, KX EFHNTEEH
8) REEMEFRA
BEEMEF RS, ETESEFE (X M2/3/4/9) fughAWEHEE, THZAT
B, TPENREEHRTENE, XFEREFEME, 2ENME, AHFEEXEHALE,
XEHEHENE ENL R EZT L,
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9) XHMERL
XA R e SRR A RSO | F LI S A S5 G U PR AR B B A i 5 A st BUR B AR

B

10) &FGHR
BT AAR (Ukey) 4 PCom B A# s, ATHTIUES URA P EHAN L LG4
B, FETUSBEDREEHHLTHE
11) LRA ¥ K&
METIRA H AT ERET R TR ERHEENKT IR ARRATEL, T4
GRBEA R Y ANEMN, LERETHRSFNIF CAKRZNERTE,

M. WAF %4 %%

B ZERE

o R A S ZEHH WAF

R FA: AKX Linux &40 V3. 0. 4. 3. 3(18-10-23)

S ATE U B BTG, 4 2+CE B F I 0, 4xCE 80k % 0 (4 2 4058 {4 BYPASS 48 3k) ,
AxSFP v % 0 (WG £ 4% SFP #3k*2), 4 N7k 0. B4 1T, 1*RS232 % U A7/, ¥ #
R IR 2, 5 EEE 6Gbps, HITP R AF L% 357, MBRPER 4%, &K
RAP 3k B IR, WAF-V3 R4 1%, 4B LA ERATRIEEHZLPHRE, 7

I.  Xiangtan Government Cloud Status

1. Xiangtan Government Cloud Kunpeng Resource Pool

Phase I of the Kunpeng Resource Pool includes Kunpeng servers, deployed in
accordance with the hyper-converged architecture, with hyper-converged nodes
providing computing and storage capabilities at the same time, and control nodes
consisting of servers in highly available clusters to ensure platform stability. The
storage cluster nodes form an independent object storage/shared file storage cluster;
the container nodes form a complete container cloud platform cluster; the total
amount of virtualized computing and storage resources provided by Phase I of the

Kunpeng Resource Pool is: vCPU 6144 cores, 13598G of memory, 34T of solid-state
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cloud disk (Information Innovation Cluster), and 490T of ordinary cloud disk
( Information Innovation Cluster).

2. Xiangtan Government Cloud Phytium Resource Pool

Phase II Phytium Resource Pool consists of Phytium servers, also deployed with
hyper-converged architecture. The hyper-converged nodes provide both computing
and storage capabilities, and the control node consists of servers that form a highly
available cluster, which can be scaled up to a larger cluster while ensuring the stability
of the platform. The overall technical architecture of the Phase II virtualized resource
pool is consistent with that of Phase 1. A set of cloud management platforms ensures
that the cloud platform components of Phase I, such as distributed storage background
management, physical machine monitoring, application containers, operation and
maintenance management, and multi-cloud management, can directly take over the
Phase II virtualized resource pool. The total amount of virtualized computing and
storage resources that the Phase II Phytium resource pool can provide is: 8960 vCPUs,
14300G memory, 49T solid-state cloud disk, and 308T regular cloud disk.

3. Xiangtan Government Cloud Public Resource Pool
The public resource pool is responsible for providing the public services required by
the entire government cloud business system based on ARM architecture CPU, such
as DNS service, NTP service, logging service, bastion service, etc. Under the premise
of guaranteeing high security, it maximally meets the public needs of the business

systems on the ARM architecture CPU-based government cloud.

II. Xiangtan E-government Extranet Network Status

® Internet access: Internet export lines of three carriers are accessed
through load balancing equipment, and downlinked IPS intrusion prevention,
firewall and other security equipment are accessed to the core switching area.
Both network equipment and security equipment are deployed as dual-machine.

® Private network access: Xiangtan City Party and Government internal

work network is the network used by the internal staff of the city's Party and
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Government organs, which is not connected to the Internet and the extranet, and
the e-government extranet adopts MPLS-VPN technology to carry the private
network, so as to realize the logical isolation of the private network from the rest
of the network.

® Extranet access: All commissions and offices in Xiangtan City rent
fiber-optic links, which are connected to the core switches of the e-government
extranet through Hedong and Hexi convergence. The terminals of Xiangtan
Municipal units can connect to the e-government extranet through this link and
then access the Internet through the Internet exit of the e-government extranet.

® Government cloud Internet area: This area is mainly where the
business systems in the cloud platform that need to provide services to the
Internet are deployed, and there are two Web application firewalls and one
anti-DDOS security gateway for border protection at the border of this area. The
unified electronic seal, face recognition, video conference scheduling and other
sub-systems in this project are deployed in the Internet area.

® Government cloud extranet area: This area is mainly used for
providing services for extranet business systems in the cloud platform, and there
are two firewalls at the border for security protection. Most of The subsystems in
this project are deployed in the extranet area.

® Government cloud dedicated network area: This area is mainly
dedicated network business systems in the cloud platform to provide services, and
there are two firewalls at the border for security protection. The private network
area is for special application services.

® Government cloud public area: This area is mainly for common
business systems in the cloud platform to provide services. The network in the
public area is connected to the networks in the government cloud extranet area,
Internet area and private network area. The operation and maintenance platform,
unified operation gateway, unified authentication, and other subsystems in this

project are deployed in the public area.
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II1. Password Service Platform Status

1) Cipher Machine
The cipher machine is a special hardware device that can realize

high-speed cryptographic algorithm operation, and it adopts the cipher
machine that supports the national commercial cipher algorithm of the
whole SM2, SM3, SM4 and SM9 series.
2) Key Management System
The key management system realizes key management of SM2,
SM3, SM4 and SM9 algorithms, and carries out comprehensive
management of identity identification, private key generation and

private key distribution of user entities.

3) Collaborative Signature System
Collaborative Signature System is a system based on SM2 and
SMO identification cryptographic algorithm technology to provide users
with collaborative signature services, together with the cryptographic
software module, to complete the digital signature operation, so as to
realize the application of cryptographic algorithms for users in the
scenario without secure media.
4) Time Stamp Server
It supports BeiDou satellite time source and PKI technology-based
timestamp authoritative system to provide accurate and trustworthy
timestamp service to the outside world.
5) Unified Password Service Platform
The unified password service platform provides unified password
service for wupper-level application systems, connects business

applications upwards and password infrastructure downwards, manages
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and pools resources in password infrastructure, and provides unified
service interface and management portal to the outside world.
6) Password Security Middleware
The security middleware is integrated into the application system
in the form of SDK development kit, providing interfaces for
authentication, encryption and decryption, as well as signature
verification that can be easily invoked.
7) VPN Security Gateway
VPN security gateway realizes secure and encrypted transmission
of data between user and server as well as between application systems.
It adopts national cryptography algorithms to realize identity
authentication of access users and supports detailed access control
based on IP, port and account number.
8) Database Encryption System
Database encryption system, based on national cryptography
algorithms (supporting SM2/3/4/9) and secure key management,
realizes secure, controllable and manageable encryption of sensitive
database fields, supports encryption of specific fields, encryption of the
whole database, ciphertext query and retrieval, and supports restoration
of encrypted data and secure sharing and exchange.
9) File Encryption System
File encryption system realizes storage encryption and decryption
of unstructured files such as documents, audio and video.
10) Ukey
As a password module for PC, Ukey is used as a secure storage
medium for digital certificates as well as user keys, and provides

hardware algorithmic computing capability based on USB interface.
11) LRA node

Xiangtan LRA node mainly establishes the acceptance point of the
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digital certificate issuance system that is compatible with the construction
of e-government affairs, which is an extension of the RA node in Hunan
Province. The CA system of the national e-government affairs extranet is

taken as the basic platform.

IV. WAF Equipment Parameters

Manufacturer: Dbappsecurity Co., Ltd

Brand and Model: WAF

System and Version: Embedded Linux System V3.0.4.3.3(18-10-23)

Parameters: Standard 2U hardware platform with 2*GE electrical management
ports and 4*GE electrical service ports (including 2 sets of hardware BYPASS
modules). 4*SFP optical service ports (standard multi-mode SFP module*2), 4 10Gb
optical ports. Hard disk:1T, 1*RS232 serial port standard, hot-swappable power
supply module*2, 6Gbps application layer throughput, 350,000 HTTP maximum
concurrency, 4 physical protection links, unlimited maximum protection sites.
WAF-V3 system engine, including the core security engine and feature value-based

security protection module.”

2. BHEXHE—F BRTR R “RAEADM F 24.1 K.
SR A
“H AT SRR B ] R
H#A: 2024 4 11 A 13 F -+ 7
B A
“ AT R B[] R
HHA: 2024 4 11 A 21 H - 7
1. ITB 24.1, Section 2 of the BD (Bid Data Sheet):
The original is:
“The deadline for bid submission is:
Date: November 13, 2024....... ”
Revised as:

“The deadline for bid submission is:
Date: November 21 2024....... ”
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3. BREXHE —F BRAMEK “BAEASAT B 271 %
RS A

“TFAT EHEAUET 1A 2024 £ 11 A 13 B _E4 10:00 Bteeeeer”
BB A

“TFAT HEAAUE 1A 2024 4 11 A 21 B _E4 10:00 Bteeeees”
2. ITB 27.1, Section 2 of the BD (Bid Data Sheet):
The original is:

“The bid opening shall take place at:
Date and time: 10:00 a.m. on November 13, 2024....... ”
Revised as:

“The bid opening shall take place at:
Date and time: 10:00 a.m. on November 21, 2024....... ”

R I VB R A AN

The clarification and addendum are as above.

FHRAAAWEB LR B AEBEHALLEE, 34 EH#E cnooctj@gg.com .
wuxiyu0722@163.com,

On receiving this Addendum, please send the photocopy of the receipt with
signature and official stamp to cnooctj@qq.com. wuxiyu0722@163.com.
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[E FH/Return Receipt

ARNEET 2024 5 11 A 4 HE e 2 ke (&, #EZXRMIRRE
REMTTEE By ICT FeRIERAL (8 FF: G201-ICT) FBAT >CIFHYE IF A fh il
No. 5) # 11 7.

This is to confirm that we have received the Clarification and Addendum No.5
dated November 4, 2024 for Development, Provision Installation and Commissioning
of the Smart City-wide ICT Platform Operation System (Contract No.: G201-ICT). 11
pages in total.

BAT N (NE)

Bidder name: (Official Stamp)
BARR*: (FF)

Authorized Representative: (Signature)

Date F .
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